
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2015/0046328A1 

Mitra 

US 2015 0046328A1 

(43) Pub. Date: Feb. 12, 2015 

(54) 

(71) 

(72) 

(21) 

(22) 

(51) 

(52) 

SECURED PONT OF SALE TRANSACTION 
USING FINGERPRINT RECOGNITION 

Applicant: Manu Mitra, Wilmington (US) 

Inventor: Manu Mitra, Wilmington (US) 

Appl. No.: 13/964,995 

Filed: Aug. 12, 2013 

Publication Classification 

Int. C. 
G06O20/40 (2006.01) 
G06K 9/00 (2006.01) 
G06F 7/30 (2006.01) 
U.S. C. 
CPC ...... G06O20/40145 (2013.01); G06O20/4012 

(2013.01); G06F 17/30244 (2013.01); G06K 
9/00087 (2013.01) 

USPC ............................................................ 7OS/44 

(57) ABSTRACT 

A method for operating a computerized system for processing 
cashless and cardless financial transactions, the method com 
prising the steps of registering a user's fingerprint with an 
entity, by using the user's fingerprint to create a first image of 
the user's fingerprint and then storing the first image of the 
user's fingerprint in a digital database of the entity; associat 
ing the first image of the user's fingerprint, now registered, 
with at least one debit or credit account of the user, receiving, 
through a transaction device, a request to authorize a financial 
transaction, wherein said request comprises a second image 
of the user's fingerprint taken by the transaction device at the 
time the request to authorize the financial transaction is made; 
and, authenticating the request to authorize the financial 
transaction, by comparing in real time, through a computer 
network, the second image with the first image of the user's 
fingerprint. 
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SECURED PONT OF SALE TRANSACTION 
USING FINGERPRINT RECOGNITION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. Not applicable 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH ORDEVELOPMENT 

0002. Not applicable 

REFERENCE TO SEQUENCE LISTING, A 
TABLE, ORACOMPUTER PROGRAM LISTING 

COMPACT DISC APPENDIX 

0003) Not applicable 

BACKGROUND OF THE INVENTION 

0004. 1. Field of the Invention 
0005. The invention relates generally to electronics and 
payment methods and systems, and more particularly to an 
improved secured point of sale transaction using fingerprint 
recognition. 
0006 2. Description of the Related Art 
0007 Today, people have to carry cash or debit/credit 
cards to the stores or other vendors in order to pay for the 
purchased goods or services. These payment systems and 
methods, based on on-hand cash, debit or credit card, exposes 
people to the risk of being robbed, to the risk of theft and to the 
risk of loss of such valuable items. In addition, debit and 
credit card numbers are stolen everyday online by ill-intended 
individuals, who then sell them to others or use them them 
selves. Thus, there is a need for more convenient (cashless 
and cardless), safe and secure (fingerprint based) methods 
and systems for making payments. 

BRIEF SUMMARY OF THE INVENTION 

0008. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key aspects or essential aspects of the 
claimed subject matter. Moreover, this Summary is not 
intended for use as an aid in determining the scope of the 
claimed Subject matter. 
0009. In one exemplary embodiment, when a user wishes 
to make a payment, the user places his/her fingerprint on a 
fingerprint Scanning device, which scans the user's finger 
print. If a user's fingerprint account is found in a bank server, 
then a list of credit/debit card accounts associated with the 
user's fingerprint account is displayed. The user can then 
select which credit/debit card account to use for the transac 
tion. For additional security, the user may be asked to enter the 
PIN for the selected credit/debit card. For more additional 
security, the user may be also asked to sign on a digital sign 
board. Thus, an advantage is that the user does not have to 
carry cash or debit/credit cards. Another advantage is that if 
user's debit/credit cards or their numbers are stolen or lost, 
they cannot be used by thieves, finders or other ill-intended 
persons to make fraudulent transactions. This is because the 
user's fingerprint is also needed in order to make transactions 
from user's accounts. 
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0010. The above embodiments and advantages, as well as 
other embodiments and advantages, will become apparent 
from the ensuing description and accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 For exemplification purposes, and not for limitation 
purposes, embodiments of the invention are illustrated in the 
figures of the accompanying drawings, in which: 
0012 FIG. 1 illustrates a schematic view of an exemplary 
transaction device for performing transactions using finger 
print recognition, according to an embodiment. 
0013 FIG. 2 illustrates a schematic view of an exemplary 
transaction system for performing transactions using finger 
print recognition, according to another embodiment. 
0014 FIG. 3 illustrates a flow diagram of a method for 
performing secured transactions using fingerprint recogni 
tion, according to another embodiment. 
0015 FIG. 4 illustrates a flow diagram of another method 
for performing secured transactions using fingerprint recog 
nition, according to another embodiment. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0016 What follows is a detailed description of the pre 
ferred embodiments of the invention in which the invention 
may be practiced. Reference will be made to the attached 
drawings, and the information included in the drawings is part 
of this detailed description. The specific preferred embodi 
ments of the invention, which will be described herein, are 
presented for exemplification purposes, and not for limitation 
purposes. It should be understood that structural and/or logi 
cal modifications could be made by someone of ordinary 
skills in the art without departing from the scope of the inven 
tion. Therefore, the scope of the invention is defined by the 
accompanying claims and their equivalents. 
0017. As used herein and throughout this disclosure, the 
term “transaction device' refers to any electronic device 
capable of communicating across a network. A transaction 
device may have a processor, a memory, a transceiver, an 
input (e.g., a fingerprint Scanner), and an output (e.g., a dis 
play). Examples of such devices include point-of-sale (POS) 
devices, Smartphones, portable computers, etc. The memory 
stores applications, Software, or logic. Examples of proces 
sors are computer processors (processing units), micropro 
cessors, digital signal processors, controllers and microcon 
trollers, etc. 
0018 Transaction devices communicate with other ele 
ments (e.g., servers) via a network, for instance, the internet. 
A network typically includes a plurality of elements such as 
servers that host logic for performing tasks on the network. 
Servers may be placed at several logical points on the net 
work. Servers may further be in communication with data 
bases and can enable transaction devices to access the con 
tents of a database. For instance, an authentication server 
hosts or is in communication with a database having authen 
tication information for users of a transaction device. 
0019 For the following description, it can be assumed that 
most correspondingly labeled structures across the figures 
(e.g., 101 and 201, etc.) possess the same characteristics and 
are Subject to the same structure and function. If there is a 
difference between correspondingly labeled elements that is 
not pointed out, and this difference results in a non-corre 
sponding structure or function of an element for a particular 
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embodiment, then that conflicting description given for that 
particular embodiment shall govern. 
0020 FIG. 1 illustrates a schematic view of an exemplary 
transaction device for performing transactions using finger 
print recognition, according to an embodiment. As shown, the 
transaction device 101 may have several components, includ 
ing a fingerprint Scanner 102, a display 104 and an input, 
including various buttons 106a-c, to facilitate users interac 
tion with the transaction device as it will described hereinaf 
ter 

0021 FIG. 2 illustrates a schematic view of an exemplary 
transaction system for performing transactions using finger 
print recognition, according to another embodiment. As 
shown, the exemplary transaction system 200 may have a 
plurality of transaction devices (terminals) 201 which com 
municate via a network with servers including bank server(s) 
230 and a client server(s) 240. The transaction devices 201 are 
typically located at a merchant's place of business (e.g., at a 
store), but may be located in other places as well. Such as a 
bus, a train station, and so on. The client server(s) 240 is 
typically owned and/or operated by the entity (e.g., a mer 
chant) receiving a payment from a user. The bank server(s) 
230 is typically, but not always, owned and/or operated by the 
financial institution (e.g., a bank) where the account from 
which payment will be made is located. It should be noted that 
other servers (not shown) may be part of the system 200, such 
as servers owned and/or operated by an intermediary used to 
facilitate the transfer of payment from bank server 230 to 
client server 240. 

0022. The functions and the operation of the transaction 
devices 101/201 and of transaction system 200 will be better 
understood when described in connection with the two exem 
plary methods for performing secured transactions using fin 
gerprint recognition depicted in FIG. 3 and FIG. 4. Again, 
FIG. 3 illustrates a flow diagram of a method for performing 
secured transactions using fingerprint recognition, according 
to another embodiment. FIG. 4 illustrates a flow diagram of 
another method for performing secured transactions using 
fingerprint recognition, according to another embodiment. 
0023. In order to use the two payment transaction methods 
(FIG. 3-4), typically a user would first have to register his/her 
fingerprint with a financial institution Such as a bank. This 
may be accomplished by, for example, requiring the user to 
walk into a local branch of a bank (e.g., the bank where user 
has accounts) to have his/her fingerprint scanned and stored 
into the bank’s database which may reside on, or be in com 
munication with, bank server 230. Typically, a unique finger 
print account number (e.g., 1234567890) would be generated 
by the bank server 230, and associated with the user's finger 
print image. While the use of a fingerprint account number is 
optional, it is preferred since it facilitates, for example, the 
administration and use of the fingerprint database. For 
example, a search of the database using the fingerprint 
account number instead of an image of the fingerprint may be 
much more convenient and technically easier to implement. 
Alternatively, a fingerprint account number may not be used 
at all and instead an image of the user's fingerprint may be 
used solely to organize the fingerprint database and to per 
form transactions as described hereinafter. 

0024. Next, in order to use the first payment method (de 
picted in FIG. 3), the user has to link his/her fingerprint 
image, and thus the fingerprint account number if one is used, 
since for this method typically the fingerprint account number 
is different than user's debit/credit account number, to one or 
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more debit/credit card accounts opened at the bank where 
user registers his/her fingerprint, or opened at other banks. It 
should be noted that, for example, agreements between vari 
ous banks may allow users to register their fingerprints with 
one bank and then link to that fingerprint image and/or 
account, debit or credit accounts from more than one bank. 
Also, fingerprint registration would typically require users to 
be physically present in a branch location for proper identi 
fication and for scanning of their fingerprint. However, the 
linking of one or more debit/credit accounts to the user's 
fingerprint image and/or account may be done while the user 
is physically present in local office of the bank, or, by using 
other means such as secure online portals provided for 
example by the bank with which user's fingerprint is regis 
tered. 

0025. According to the first transaction method depicted 
in FIG. 3, to make a payment, a user may be prompted to start 
by placing (step 311) his/her finger on the fingerprint Scanner 
and recognition device 102 (FIG. 1) of the transaction device 
101/201 (e.g., a merchant’s POS terminal), which scans (step 
312) the user's fingerprint, and attempts to validate (steps 
313-315) the scanned fingerprint image by comparing it to the 
fingerprint images that are stored in the bank server 230. It 
should be noted that bank server 230 may be the server of a 
particular bank, or, a central server or a group of networked 
servers that serve more than one bank. Alternatively, the 
transaction device 201 may be configured to run the Scanned 
fingerprint against databases of various banks. In either case 
the goal is to ascertain that user's fingerprint is registered with 
at least one bank and that a debit/credit account is linked to 
user's fingerprint. 
0026. If it is determined that the fingerprint is registered, 
the transaction device 101/201 may be configured to display 
user's name on display 104 and to ask the user to confirm that 
the name is correct, by, for example, pressing one of the 
buttons 106a-c (steps 315-316a). Since the generated finger 
print image and/or associated fingerprint account number is 
linked with a user's credit or debit card account number, the 
transaction device 101/201 pulls the debit/credit card account 
number and displays on the screen 104 (preferably last four 
digits of debit/credit card account number only). 
0027. If the user has several credit or debit cards with 
different credit card account numbers, as stated earlier, all the 
debit/credit card account numbers may be linked to one single 
fingerprint image and/or associated fingerprint account num 
ber of the user. Thus, whenever the user uses his/her finger 
print (since it is linked with multiple debit/credit card 
accounts), the transaction device 101/201 pulls and display 
all the debit/credit card accounts associated with that finger 
print account or image. The user may then choose from the list 
one debit or credit card for the transaction, if he/she recog 
nizes the account numbers displayed (steps 317-319). 
0028. After the user selects one of the debit/credit cards, 
for additional security of the transaction, the user may be 
asked to enter a personal identification number (PIN) for the 
selected debit/credit card (steps 320, 316b). If the PIN is 
entered correctly (steps 321-323), the transaction device 101/ 
201 may display various confirmation messages such as the 
ones shown in steps 323-324. It should be noted that for even 
more additional security, or as an alternative, the user may be 
required to sign on a digital signboard, which may be part of 
display 104, such that to ensure that the transaction is done 
only by the user. 
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0029. According to this first transaction method (FIG. 3), 
preferably, for security reasons, fingerprint information is not 
stored in the local (merchant) server 240. All the fingerprint 
information is preferably stored in the secured bank server(s) 
230 only. If any fingerprint information needs to be tempo 
rarily stored in the local merchant servers, it should prefer 
ably be automatically deleted after the transaction ends, 
whether successfully (step 324) or unsuccessfully (e.g., step 
322). Client/merchant servers are typically used only to store 
the information of the transaction Such as transaction id and 
Some credit card information (if required for the transaction 
to be successful). Furthermore, preferably, all the fingerprint 
based transactions are done through secured communication 
channels and data transfers are encrypted. 
0030 Thus, by using this transaction method, a user need 
not carry any cash orphysical credit cards or debit cards, if the 
user has one or more cards that are linked to his registered 
fingerprint image and/or fingerprint account. As such, related 
risks, such as risks of cash or cards being forgotten, lost or 
stolen, are eliminated by this method. 
0031. This transaction method may easily gain universal 
acceptance as it can be implemented as an inexpensive 
upgrade of existing point-of-sale devices by adding/integrat 
ing to/in them a fingerprint scanner, and of the banks com 
puter systems by adding fingerprint Scanners, fingerprint 
databases and Supporting software to register users’ finger 
prints, link them to debit/credit accounts of the users and to 
support the other functions described above in relation to this 
method. 
0032. From the above description, it should also be appar 
ent that in addition to the benefit of not needing to carry any 
cash or cards, the users also do not need to carry with them 
their fingerprint account number or any other identification 
items such as a radio frequency identity card (RFID). The 
user's fingerprint itself is a form of authentication. 
0033. Another benefit of this first method is that it provides 
a high degree of security because fingerprint information 
(such as fingerprint account number, fingerprint image etc..) 
is preferably never disclosed to merchants and is stored in the 
secured bank servers only (preferably, only last four digits of 
credit card account is disclosed to the merchant). 
0034 And again, as stated earlier, the user can have mul 

tiple debit/credit card accounts with different credit limits, 
and issued by different banks, all linked to one fingerprint. 
0035 FIG. 4 illustrates a flow diagram of another/alterna 

tive method for performing secured transactions using finger 
print recognition, according to another embodiment. In order 
to use this method, first, a user have to also register his/her 
fingerprint as described above (e.g., to the local bank). Next, 
once user's fingerprint image is stored in the bank’s database, 
the user may have an account number of that fingerprint from 
which the user may be allowed to make payments. In other 
words, for this method, the user preferably has only one 
account number, which associates user's fingerprint with a 
Source of funds. 
0036. This account number may be sixteen digits long 
(e.g., 1234 1234 1234 1234), such as a credit card number, but 
can also be shorter or longer. Larger account numbers are 
preferred for increased security. Optionally, a user may 
receive a physical card (like a credit card) or a virtual/digital 
card with the account number, especially if the account num 
ber is long, and thus, difficult for the user to remember it. A 
virtual card is preferred since eliminates the need for carrying 
a physical card. The virtual card may be delivered to the user, 
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for example, through a secure online portal (using SSL, login, 
etc), directly to the user's mobile or smartphone. For addi 
tional security, a personal identification number (PIN) may 
also be issued and associated with the account number. 

0037. When user uses his/her fingerprint (step 411) on the 
fingerprint Scanning/recognition device 102, users fingerprint 
is scanned (step 412) and validated with the bank server 230. 
If validation is successful (steps 413–414), the account num 
ber is displayed (step 480) on the screen 104 of the transaction 
device 101/201. While the entire account number may be 
needed sometimes to be disclosed to the merchant server 240 
to properly process/settle the payment, preferably, for Secu 
rity reasons, only a portion of the account number (e.g., last 
four digits) is displayed on screen 104 and/or stored into the 
merchant/client server 240. 

0038 Next, in steps 482, 484, 419a-b, and 420-422 the 
user is asked to select and confirm the account number and, 
for additional security of the transaction, to add a PIN number 
associated with the account. For this method as well, for even 
more security, the user may also be asked to sign his signa 
ture. Finally, if account is confirmed and PIN entered cor 
rectly, the payment/transaction is processed and correspond 
ing messages may be displayed (steps 423-424) on the 
transaction device's screen 104. 

0039. It should be observed that using this second/alterna 
tive method, the user cannot typically have multiple credit 
limits from various banks on the same fingerprint account. 
While this may be a limitation, this method also has signifi 
cant advantages. An advantage that it is not expensive to 
implement as a secured fingerprint recognition payment 
method, because of its simplicity. Another advantage is that it 
requires less maintenance and administration at the backend 
because no credit cards are linked with that account. Another 
advantage is that it provides for a faster transaction than the 
first method because there is no need to search for all linked 
credit/debit cards for that user. 

0040. It should be noted that as an option, under both 
methods described above, the user may be allowed to also 
make payments the traditional way (e.g., by entering the 
account number and other credentials in an online checkout 
module), when, for example, the fingerprint Scanning feature 
is not available. However, this option should be preferably 
avoided as it exposes the user to traditional risks (e.g., theft of 
account numbers, unauthorized payments using stolen 
accounts, etc), which these two methods, and variations 
thereof, using the fingerprint recognition aspect, are designed 
to eliminate. 

0041. It should be noted that, the transaction device 101/ 
201 disclosed herein may be for example an ATM machine or 
the like, which the user may use to make a payment to him/ 
herself, by for example, withdrawing cash from one of his/her 
accounts associated with his/her registered fingerprint. 
0042. It may be advantageous to set forth definitions of 
certain words and phrases used in this patent document. The 
terms “include” and “comprise.” as well as derivatives 
thereof, mean inclusion without limitation. The term 'or' is 
inclusive, meaning and/or. The phrases “associated with and 
“associated therewith as well as derivatives thereof, may 
mean to include, be included within, interconnect with, con 
tain, be contained within, connect to or with, couple to or 
with, be communicable with, cooperate with, interleave, jux 
tapose, be proximate to, be bound to or with, have, have a 
property of, or the like. 
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0043. As used in this application, “plurality” means two or 
more. A “set of items may include one or more of such items. 
Whether in the written description or the claims, the terms 
“comprising.” “including.” “carrying.” “having.” “contain 
ing,” “involving, and the like are to be understood to be 
open-ended, i.e., to mean including but not limited to. Only 
the transitional phrases "consisting of and "consisting essen 
tially of respectively, are closed or semi-closed transitional 
phrases with respect to claims. Use of ordinal terms such as 
“first.” “second,” “third,' etc., in the claims to modify a claim 
element does not by itself connote any priority, precedence or 
order of one claim element over another or the temporal order 
in which acts of a method are performed. These terms are used 
merely as labels to distinguish one claim element having a 
certain name from another element having a same name (but 
for use of the ordinal term) to distinguish the claim elements. 
As used in this application, “and/or” means that the listed 
items are alternatives, but the alternatives also include any 
combination of the listed items. 

0044) Throughout this description, the embodiments and 
examples shown should be considered as exemplars, rather 
than limitations on the apparatus and procedures disclosed or 
claimed. Although many of the examples involve specific 
combinations of method acts or system elements, it should be 
understood that those acts and those elements may be com 
bined in other ways to accomplish the same objectives. With 
regard to flowcharts, additional and fewer steps may be taken, 
and the steps as shown may be combined or further refined to 
achieve the described methods. Acts, elements and features 
discussed only in connection with one embodiment are not 
intended to be excluded from a similar role in other embodi 
mentS. 

0045 One embodiment of the invention may be described 
as a process which is usually depicted as a flowchart, a flow 
diagram, a structure diagram, or a block diagram. Although a 
flowchart may describe the operations as a sequential process, 
many of the operations can be performed in parallel or con 
currently. In addition, the order of the operations may be 
re-arranged. A process is terminated when its operations are 
completed. A process may correspond to a method, a pro 
gram, a procedure, a method of manufacturing or fabrication, 
etc. 

0046 For means-plus-function limitations, if any, recited 
in the claims, the means are not intended to be limited to the 
means disclosed in this application for performing the recited 
function, but are intended to cover in scope any means, known 
now or later developed, for performing the recited function. 
0047 Although specific embodiments have been illus 
trated and described herein for the purpose of disclosing the 
preferred embodiments, someone of ordinary skills in the art 
will easily detect alternate embodiments and/or equivalent 
variations, which may be capable of achieving the same 
results, and which may be substituted for the specific embodi 
ments illustrated and described herein without departing from 
the scope of the invention. Therefore, the scope of this appli 
cation is intended to cover alternate embodiments and/or 
equivalent variations of the specific embodiments illustrated 
and/or described herein. Hence, the scope of the invention is 
defined by the accompanying claims and their equivalents. 
Furthermore, each and every claim is incorporated as further 
disclosure into the specification and the claims are embodi 
ment(s) of the invention. 
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What is claimed is: 
1. A method for operating a computerized system for pro 

cessing cashless and cardless financial transactions, the 
method comprising the steps of 

registering a user's fingerprint with an entity, by using the 
user's fingerprint to create a first image of the user's 
fingerprint and then storing the first image of the user's 
fingerprint in a digital database of the entity; 

associating the first image of the user's fingerprint, now 
registered, with at least one debit or credit account of the 
user, 

receiving, through a transaction device, a request to autho 
rize a financial transaction, wherein said request com 
prises a second image of the user's fingerprint taken by 
the transaction device at the time the request to authorize 
the financial transaction is made; 

authenticating the request to authorize the financial trans 
action, by comparing in real time, through a computer 
network, the second image with the first image of the 
user's fingerprint; 

sending fingerprint authentication results to the transaction 
device; 

communicating said fingerprint authentication results to 
the user through the transaction device; 

if said fingerprint authentication results are positive, asking 
the user to input into the transactional device additional 
user identification data; 

authorizing the financial transaction if the additional user 
identification data inputted by the user into the transac 
tional device is correct; and 

completing the financial transaction without permitting 
storing of the first or second image of the user's finger 
print, or copies thereof, into the transaction device or 
into any other device or database different than the enti 
ty's digital database, except temporarily if necessary for 
the processing of the financial transaction to be success 
ful. 

2. The method of claim 1, wherein said entity is a bank. 
3. The method of claim 2, wherein the at least one debit or 

credit account of the user is open at said bank. 
4. The method of claim 1, further comprising generating a 

fingerprint account number when registering the user's fin 
gerprint, and associating said fingerprint account number 
with the first image of the user's fingerprint, and thus, with the 
at least one debit or credit account of the user. 

5. The method of claim 1, wherein the financial transaction 
is a payment to a merchant. 

6. The method of claim 1, wherein the communicating of 
the fingerprint authentication results to the user through the 
transaction device comprises displaying user's name on the 
display of the transaction device and asking the user to con 
firm that the displayed name is user's name. 

7. The method of claim 1, wherein the communicating of 
the fingerprint authentication results to the user through the 
transaction device comprises displaying, for each of the at 
least one debit or credit account associated with the user's 
fingerprint, a portion of the account number of the at least one 
debit or credit account on the display of the transaction device 
and asking the user to select one of the displayed portion of 
the account number of the at least one debit or credit account, 
thus confirming that it corresponds to one of the at least one 
debit or credit account associated with the user's fingerprint 
and indicating that the financial transaction should be pro 
cessed from the selected account. 
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8. The method of claim 7, wherein the additional user 
identification data is a personal identification number (PIN) 
associated with the selected account. 

9. The method of claim 7, wherein the additional user 
identification data is a personal signature signed on the dis 
play of the transactional device. 

10. The method of claim 4, wherein the first image of the 
user's fingerprint and the user's fingerprint account number 
are associated with only one debit or credit account of the 
user, and wherein, communicating the fingerprint authentica 
tion results to the user through the transaction device com 
prises displaying on the display of the transaction device at 
least a portion of the user's fingerprint account number and 
asking the user to confirm that the displayed at least a portion 
corresponds to user's fingerprint account number. 

11. A computer network system for processing cashless 
and cardless financial transactions, the system comprising an 
entity's server and a transaction device, and the system being 
configured to implement a process comprising the steps of 

registering a user's fingerprint with the entity, by using the 
user's fingerprint to create a first image of the user's 
fingerprint and then storing the first image of the user's 
fingerprint in a digital database of the entity; 

associating the first image of the user's fingerprint, now 
registered, with at least one debit or credit account of the 
user, 

receiving, through the transaction device, a request to 
authorize a financial transaction, wherein said request 
comprises a second image of the user's fingerprint, 
obtained by the transaction device at the time the request 
to authorize the financial transaction is made; 

authenticating the request to authorize the financial trans 
action, by comparing in real time, the second image with 
the first image of the user's fingerprint: 

sending fingerprint authentication results to the transaction 
device; 

communicating said fingerprint authentication results to 
the user through the transaction device; 

if said fingerprint authentication results are positive, asking 
the user to input into the transactional device additional 
user identification data; 

authorizing the financial transaction if the additional user 
identification data inputted by the user into the transac 
tional device is correct; and 

completing the financial transaction without permitting 
storing of the first or second image of the user's finger 
print, or copies thereof, into the transaction device or 
into any other device or database different than the enti 
ty's digital database, except temporarily if necessary for 
the processing of the financial transaction to be success 
ful. 

12. The computer network system of claim 11, wherein the 
financial transaction is a payment to a merchant, wherein the 
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transaction device is a point-of-sale device comprising a fin 
gerprint scanner, which is used to obtain the second image of 
the user's fingerprint, and wherein, the system further com 
prises a merchant server, which communicates with the enti 
ty's server and records the payment details. 

13. The computer network system of claim 11, wherein 
said entity is a bank. 

14. The computer network system of claim 13, wherein the 
at least one debit or credit account of the user is open at said 
bank. 

15. The computer network system of claim 11, further 
comprising generating a fingerprint account number when 
registering the user's fingerprint, and associating said finger 
print account number with the first image of the user's fin 
gerprint, and thus, with the at least one debit or credit account 
of the user. 

16. The computer network system of claim 11, wherein the 
communicating of the fingerprint authentication results to the 
user through the transaction device comprises displaying 
user's name on the display of the transaction device and 
asking the user to confirm that the displayed name is user's 
aC. 

17. The computer network system of claim 11, wherein the 
communicating of the fingerprint authentication results to the 
user through the transaction device comprises displaying, for 
each of the at least one debit or credit account associated with 
the user's fingerprint, a portion of the account number of the 
at least one debit or credit account on the display of the 
transaction device and asking the user to select one of the 
displayed portion of the account number of the at least one 
debit or credit account, thus confirming that it corresponds to 
one of the at least one debit or credit account associated with 
the user's fingerprint and indicating that the financial trans 
action should be processed from the selected account. 

18. The computer network system of claim 17, wherein the 
additional user identification data is a personal identification 
number (PIN) associated with the selected account. 

19. The computer network system of claim 17, wherein the 
additional user identification data is a personal signature 
signed on the display of the transactional device. 

20. The computer network system of claim 15, wherein the 
first image of the user's fingerprint and the user's fingerprint 
account number are associated with only one debit or credit 
account of the user, and wherein, communicating the finger 
print authentication results to the user through the transaction 
device comprises displaying on the display of the transaction 
device at least a portion of the user's fingerprint account 
number and asking the user to confirm that the displayed at 
least a portion corresponds to user's fingerprint account num 
ber. 


